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5 FOR SYSTEM
7 SECURITY
ADMINISTRATORS

Warning only use any of these tools with
nission of your network administrator and not
for malicious use






swleeper, that is, it pings a range of IP addresses
y.
' 192.168.50.254

.168.50.141
.168.50.137
.168.50.157


file:///F:/CSEC/RED-08/wpsweep/

the Protected Storage. It usually contains things like
d password autocomplete, and Outlook account

IdentitiesPass


file:///F:/CSEC/RED-08/pstoreview/

your network adapter(s) is running in promiscuous
hat you have a sniffer running on your computer. The

ected (capture packets directed to this computer)
ticast (capture multicast packets for groups the computer is a member of)
- Broadcast (capture broadcast packets)


file:///F:/CSEC/RED-08/promiscdetect/

ts you dump the memory contents of a
t stopping the process.

- ati2evxx.exe
- svchost.exe


file:///F:/CSEC/RED-08/pmdump/

ction tool. It works on ordinary 32-bit files as well

age (not Object file or Library)
the working set aggressively
m swap if on a removable medium
rom swap if on a network drive
multiprocessor system
ins no base relocations
Cannot handle addresses beyond 2 Gb
T'his file is not a DLL
- Link/compile date and time (UTC): Tue Dec 11 19:34:54 2


file:///F:/CSEC/RED-08/periscope/

earch for files by their last write, last
1e without changing any of these times.

9:00.00 2010-5-19:12.00

M: 2006-12-4:17.53
A: 2010-5-19:8.49
: 2010-5-19:8.49


file:///F:/CSEC/RED-08/macmatch/

t scanner that can do SYN, FIN,

-p 20 100

not scanned |


file:///F:/CSEC/RED-08/ipeye/

00 PCI For Complete
905C-TX)

therLink XL 10/100 PCI For Complete
nagement NIC (3C905C-TX)

m NetXtreme Gigabit Ethernet
Broadcom NetXtreme 57xx Gigabit Controller
Pick a network adapter: 1


file:///F:/CSEC/RED-08/etherchange/

, continued

rnet address
Ethernet address of the

ew Ethernet address (in hex without
1s): 123456789001

thernet address has been set.

disable and re-enable the network
adapter (or reboot) to activate

this new setting!


file:///F:/CSEC/RED-08/etherchange/

users who have ordinary
or recovery keys for an EFS

 decryption keys:
08\ Administrator


file:///F:/CSEC/RED-08/efsview/

e to dump account names and
though RestrictAnonymous

users -target hacker08 -type notdc
-stop 2000 -mode verbose


file:///F:/CSEC/RED-08/dumpusers/

. continued

RO8\ Administrator

: Built-in account fo
Enabled

ange password: Yes
ocked out: No

ever expires: Yes

t is: Normal user

inistering the computer/domain

er comment:


file:///F:/CSEC/RED-08/dumpusers/

, continued 2

m workstations: All
DC / computer: Wed May 19

logon to this D
nt expires: Never
< space: Unlimited

ogins in a row to this DC / computer: 0
1ser profile:

- Password has expired: No

omputer: None


file:///F:/CSEC/RED-08/dumpusers/

he event log (Security, System
at you specify. You run it


file:///F:/CSEC/RED-08/clearlogs/

RNATE DATA STREAMS

14.10
alternate data streams (ADS)

- 0 bytes in 0 ADS listed



ation about the applied Group

oplied Group Policies...
licy Extension: Wireless
licy Type: Computer


file:///F:/CSEC/RED-08/gplist/

L1, continued

.?d

licy Extensio lder Redirection
Type: Computer
licy Applied
ype: User

- - No Policy Applied


file:///F:/CSEC/RED-08/gplist/

searches for NTFS streams (aka
cams or multiple data

50 s\ PINKO03\ Downloads>Ins .


file:///F:/CSEC/RED-08/lns/

remotely try to retrieve lists of and

ser accounts,

ain/server trust accounts, shares
gged in users, and

rom Windows NT /2000/XP. It
inistrator and Guest

ve been changed.

arning: Unable to retrieve system information.
Reason : Unknown.


file:///F:/CSEC/RED-08/winfo/

remotely try to retrieve lists of and

ser accounts,

ain/server trust accounts, shares
ogged in users, and

rom Windows NT /2000/XP. It
inistrator and Guest

ve been changed.

arning: Unable to retrieve system information.
Reason : Unknown.



jlestat

gs\ MC131\ Desktop>FileStat.exe FileStat.exe

RIPTOR_REVISION1

efaulted flag is FALS
8/MC131 S-1-5-21--987176174-1510140708-1200401492-1019
faulted flag is FALSE

None S-1-5-21--987176174-1510140708-1200401492-513
Present

aulted flag is FALSE

E(s), 88 bytes used, 0 bytes free

ACL revision is 2 == ACL_REVISION?2



DEL_CHILD -CHANGI
TAKE_O

- SID = NT AUTHORITY/SYSTEM S-1-5-
8

ACE1lisan

ACCESS ALLOWED_ACE_TYPE

ACE 1 size = 20

- ACE 1 flags = 0x00

ACE 1 mask = 0x001£01ff -R -W -X -D -



" Hunt

rator, , , Built-in ac
n

r administering the

\ Administrator
ilt-in account for guest access to the computer/domain
istant, Remote Desktop Help Assistant Account, , Account
ote Assistance

131,,

= Student, Student, ,

= SUPPORT _388945a0, CN=Microsoft
Corporation,L=Redmond,S=Washington,C=US, ,



Hfind

\MC131\ Desktop>HFind.exe
: Foundstone, Inc.
times

one equals current

er switch stateme used

Y

PT MUST HAVE A MINIMUM WIDTH OF 80






WUPS

WUPS 1.4 - Copyright 1998-99, Arne Vidstrom
WUPS - Windows UDP Port Scanner

http://www.ntsecurity.nuftoolboxjwups/
IP to scan: [127.0.0.1
| Start port. " Stop port: 11024

Delay, ms: 750
Status: [Overflow.

Open UDP [There may be a packet filter between this =
ports: computer and the system you are
scanning. Either it drops the outgoing UDP
packets, or the returning ICMP packets, or
both. You may also have entered the wrong
IP address. Another possible reason is that
ou have set the Delay too low.



IEHistoryView

5 IEHistnry'lul'iew: C:%Documents and Settings' Administrator, Local Settings' History

skrom, r||-|'|I_|'_II_I|_
idstram, ne
fidstram.net - baals
ity - the toolbox

o
)

— = [

a

—_

o

nksecurity, nu - boolbox

P



FavoritesView:lE

FavoritesYiew: IE - C3\Documents and Settings' Administrator’,Favorites
File Edit

Com



Eile Edit Options  Help

-Z5TF0E05_1272...

=0

2[1].ipa
1].qif

Fikkp
http:

HirSoft Freeware. http:www.nirsoft.net




|[ECookiesView

¢ sy IECookiesYiew: C:\Documents and Settings' Administrator', Cookies
File Edit

okie Files



EeookiesView (with details)

IECookiesYiew:
File Edit

Yiew Options  Help

cuments and Settings', Administrator',Cookies

=10l x|

Y EC R LR

Web site £ | Hits | Accessed Dake | Modified Date | Created Date | Size | Iser o
O & 311711 .r.msn.com 1 42612010 750046 .., 4/26/2010 7:50:46 ... 4/26/2010 7:50:46 .., 320 administr
D.SSacrass.cam 3 413002010 12:49:2,,, 4302010 12:49:2,,.  4/30/2010 12:49:2,,, 130 adrinistr
D.ad weod, com 43 5192010 10:48:3.,,  5/19/2010 10:48:3,..  «4/26/20107:50:18 ... 254 adminiskr
D.ad yleldmanager com 5M9/2010 10:38:3...  §/19/201010:33:3... 5/19/201010:38:3... 405 adminiskr
. adbrit 51912010 11:47:1,,,  5M19/2010 10:41:4,,,  5/19/2010 10:41:4..,

adrinistr

d

D.addthls com 33 5/1902010 10:43:5,,, 5192010 10:43:5,,,  5/19/2010 10:43:5,,, 579

D.adnxs.cnm f 5192010 100433, 5192010 10433, 430f2010 12:49:1.., 284 adrinisty
O . ads.bridgetrack, com 14 412902010 95357 ... 4292010904225 ... 4f29f2010 904225 ... 333 adrinistr
O . ads, pointrall . com 40 412902010 Sud2:28 ... 4292010 9042:25 ... 429f2010 94225 ... 763 administr -
1] | _"I_I
Key F | Yalue | Cram.ain | Secure | Expirakion Date | Maodified Date | reated In
¢.ﬁ.pache 168362093x0.538 127...  adbrite.com o 5/14/2030 10:41:3... 5/19/2010 10:41:4...  Server

v’srh 1:ged4Fad== adbrite, com Mo S/20/2010 10:41:3,,,  S5/19/2010 10:41:4..,  Server

|5'3 Cookie Files, 1 Selected

|2 Cookiels)




MylastSearch

MyLastSearch
File Edit Wwiew oOptions Help

O E BE YA

Search Text

2 clear run command hiskary =p
2 download daotnet framework,
2 download sniort

2 restrick TCPTP Filkering P

1

Search Engine

General
General
General

Search Time

] ‘e
5412010 7:15:17 AM
5/4/2010 7:18:17 &M
5192010 10:48:34 AM
5/4/2010 7:18:17 AM

Web Browser

I nek
Inkernet Explorer
Inkernet Explorer
Inkernet Explarer
Internet Explorer

|5 item(s], 1 Selecked

HirSoft Freeware. hitp:/www.nirsoft.net




SiteShoter

=101 %]

{* Single URL/File: Iwww.pstcc.edu Browse. .,

" LURLs File: I Browse. ..

U

Filename: I Browse, ..

—Web Browser Cptions

Width: I 1024 Height: =]

[ Automatically extend browser size according ko Web page

Maxirnurn Width: I 2000 Maxirnurn Height: I 20000

[~ Cut the Web page in the Fallowing location:

Left: I 1] Top: I n Width: 200 Height: 200

[ Disable main scrollbars [ Disable JavaScript [ Disable Flash

— Save Options

JPEG Quality (0 - 1000 100 - Tirneauk (I milliseconds): I 10000 "I

[™ ©pen the screenshot: file after save

Imange Size (In =580

[~ Take a screenshak of this Web page every I 5 IMinutes j

Skart I

Load Config |
s

Save Config |




[3 Exelnfo

Filename
File Siz

Created Date
Modified Date

e

Exelnfo

Executable Format

MS-D0S Header

Information

Bytes in the last page
Humber of pages
Relocation entries

Header size in paragraphs
Initial 55 (Relatiwve)
Initial SP
Initial CS {Relatiwve)

Initial

IP

i To Clipboard

D:\FreeTools\EXEINFO\exeinfo.exe
208,480 Bytes

Fr27/2004 3:18:52 PH

Fr27/s2004 3:18:52 PH

Portable Executable (32-bit)

3
a
n
8x 80808
Gx00b8
Bx0000
Bx0000




AdapterWatch (General Tab

Ik AdapterWatch —I—I' = il
File Edit Wwew oOptions Help

B EH @ e A
Network Adapters | TCP/UDP Statistics | IP Statistics | ICMP Statistics General |

Enkry Mame | Yalue |
Hosk Mame HACKEROS

Darmain Marme

DS Servers 195.146,192,13, 195.146.192.15

Mode Tywpe Hybrid

DHCP Scope Mame

Rouking Disabled

ARP Prooy Disabled

DS Dizabled

Z Adapteris)



A apterWatch (TCP/UDP Tab)

TEF AdapterWatch =10 x|
File Edit Wwew oOptions Help

RERENEREE |
Metwork Adapters TCPfUDP Statistics | IP Statistics | ICMP Statistics I General I

Enkry Mame | Yalue |
TP Skatistics

Retransmission time-out (RTO) algorithm Yan Jacobson's algorithm
rinimurm retransmission time-out value {In Milliseconds) 300

Maimum retransmission time-ouk value (In Miliseconds) 120,000
Maximum number of conneckions 4,294,967, 795
Mumber of active opens 579

Mumber of passive opens 4

Mumber of Failed connection attempts 22

Mumber of established connections that have been reset 401

rumber of currently established connections 1

Mumber of segments received 14,770
Mumber of segments transmitked 10,335
Mumber of segments retransmitked A5G

MNumber of errors received n

Mumber of segments transmitked with the reset Flag set a7l
Cumulative number of connections 10

IIDP Skatistics

Mumber of datagrams received 9,745

Mumber of datagrams transmitted 7732
number of received datagrams that were discarded because of invalid pork 25,027
Mumber of erroneous datagrams that were received 0

Mumber of entries in the UDP listener table 13

Z Adapteris)



AdapterWatch (ICMP Tab)

Ik AdapterWatch —I—I' = il
File Edit Wwew oOptions Help

NEN=ReREER |
Metwork Adapters | TCP{UDP Statistics | IP Statistice ICMP Statistics | General I

Enkry Mame | Received | Senk |
Mumber of messages 21,636 1,272

Murmber of errors 0 1]

Mumber of destination-unreachable messages 21,625 1,271

Mumber of time-to-live (TTL) exceeded messages 0 0
Mumber of parameter-problem messages 0 0
Fumber of source quench messages 0 1]
Mumber of redirect messages 0 1]
Mumber of echo requests received 1 0
Mumber of echo replies 10 1
Mumber of time-stamp requests 0 1]
Mumber of time-stamp replies 0 1]
Mumber of address mask requests 0 0
mMumber of address mask responses 0 0

Z Adapteris)



AdapterWatch (IP Tab)

FiF Adapteryatch
Fil=  Edit

NIEEE = A
{ Network Adapters | TCP/UDP Statistics P Statistics | ICMP Statistics | General |

Wiew options  Help

Enkry Mame | Yalue |
IF Farwarding Enabled
Default initial time to live {TTL) walue 128
Mumber of datagrams received A5,005
Mumber of datagrams received with header errar 0
number of datagrams received with address error 3
Mumber of datagrams received with unknown protocol n
Mumber of datagrams Forwarded n
Mumber of received datagrams discarded 17,525
mumber of received datagrams delivered 46,716
Mumber of outgoing datagrams that IP is requested to transmit 89,734
Mumber of outgoing datagrams discarded n
Mumber of transmitted datagrams discarded AZE

nurmber of datagrams with no rouke bo the destination IP address
amount of time allowed For all pieces of a fragmented datagram ko arrive
Mumber of datagrams that were required re-assembly

Mumber of datagrams that were successfully reassembled

Mumber of datagrams that Failed to reassembled

Mumber of datagrams that were fragmented successfully

Datagrams that have not been fragmented because the IP header specifies no. ..
Mumber of fragments created

Mumber of interfaces

Mumber of IP addresses associated with this computer

Mumber of routes in the IP routing table

mww-:-:-:-:-:-:-%-:-

Z Adapteris)



BlueloothView

% Bluetooth¥iew
File Edit ‘ies

| W & By

Device Mame Description jor v | Minor Device Ty

0 Eluetaoth Devices HirSoft Freeware. hittp:/fwww.nirsoft.net



&= CurrPorts

CurrPorts

Qpkions

Help

Local Por,,, | Local Address Remote P.., | Remote P,

LDP
LUDP
LUDP
TP
TP
TCP
TCP
TCP
LDP
LUDP
LUDP
TP
TP
LDF
LIDF
LIDF
LIDF
TCP
TCP

LN

192,1635.50,101 g

http
https
Ftp
smkp

SMmp

eprmap

o O 1ni

HirSoft Freeware. http:./'www.nirsoft. o




(7 DMSDataYiew

File Edit Yew Help

DNSDataView

BEEE el oA

iz pskcc.edu
&3 pskcc.edu
i 4 pskec.edu
g pstoc.edu
‘ (' pstoc.edu
D7 pstoc.edu
g pstoc,edu
g pskcc.edu
10 pskcc.edu
11 pskcc.edu
i1z pskec.edu
D13 pstoc.edu
D14 pstoc.edu

pstcc.edu

d

Hosk MName:

mal.pstcc.edu
nsZ.pstoc.edu
nsl.pstoc.edu
ds1.pskec.edu
becl.pskec.edu
ps13.pstecc,edu

ps13.pstecc,edu

193, 146.1
172.20.82.50
193, 146.192.94
195.146.192,92
172.20,74.50
172.20,75.50
193,146,192.13
172.20,73.50
193,146,192, 10
172.20,74.50
198, 146.192.5
195,146,192, 15
172.20,82.50
195, 146,192,135
193,146,192.13

Mare Data

admin: sysmgt-l.pstoc,edu, Defa

|15 item(s], 1 Selecked

HirSoft Freeware. http:fwww.nirsoft.net




File Edit

Hosk Mame Criginal Name

METHY1




IPNetinfo

i IPMetInfo

Hosk Mame



NetResView

| =
i_" MetResYiew

File Edit Wwew oOptions Help

&2 By 2y A

Resource Mame < | Resource Type | Warkgroup [ Domain | Commenk | IP Address | Local Path
‘E}'I,'I,HP.CKERDB'I,P.DMIMS &dmin Share SECURITY Femoke Admin 192.165.50,101  CHWINDOWS
SV HACKERDS\CS Adrrin Share SECLRITY Default share 192.166.50.101 <3

S HACKEROZ\DS Adrrin Share SECLRITY Default share 192.165.50.101 D}

g IHACKEROSIPCE Special Share SECURITY Rernoke IPC 192,168.50,101
'if‘}'l,'l,H.ﬁ.CKEREIB'I,SaIar';.-'Data Cisk Share SECURITY 192.168.50.101  CA\SalarvData

Q HACKEROS Camputer SECURITY 192,165.50,101

| HirSoft Freeware. http:/www.nirsoft.net

4]
|Eu itemis], 1 Selected




PinglnfoView

‘! PingInfoYiew
File Edit Yiew Options Help

=10 x|

B @ EEe o)A

Host Mame  # | IP Address | Reply IP Address | Succeed Counk | Failed Count | % Failed

| Last Ping Skatus

@192.1638.50.1 192,1685.50.1 192,165.50.1 a 1 100,00%:

Fequest Timeouk

@ 192,168.50.2 192.165.50.2 192.165.50.2 1 a 0%
@ 192,168.50,251 192.168.50.251 192,168.50.251 a 0%

4 |

Succesded
Succeaded

|3 iterm(s) HirSoft Freeware. hitp://www.nirsoft.net




WhoisThisDomain

W WhoisThisDomain
Fil=  Edit '

Source Damain Status
[wa.gov wihiois, mic, goy Waiking...
ornl.goy whiis, nic.gay Failed




- WirelessNetView

[ WirelessMetYiew
File Edit

| & B

Detection C.., | ¢ v En, . nneckable

HirSoft Freeware. http:fwww.nirsoft.net



IternateStreamView

G AlternateStreamView
File Edit Yiew Options Help

EEREFFE L)

ﬁ :Zone.Identifier: $DATA D:\Vidstromicpuid.exe

[ﬁ :Zone. Identifier:$DATA D:\Vidstromicrashprocess.exe

\ :Zone.Identifier:$DATA D:\Vidstromiexplorelibs.exe

:Zone.Identifier:$DATA D:\Vidstromifindidt.exe

:Zone. Identifier:$DATA D:\vidstromilddtroj.tar.gz

[™:zone.Identifier:$DATA D:\Vidstromilistobj.exe

[™:zone.Identifier: $DATA D:\Vidstromitaft.exe
Zone.Identifier:$DATA D:\Vidstromiwkml. exe

x

Stream Name: :Zone.ldentiﬁer:SDATA
Filename: D:Widstrom\wkml.exe

Full Stream Name: D:\Vidstromiwkml.exe:Zone.ldentifier

Stream Size: 28

Stream Allocated Size: 32

8‘|tem(s), 1 Selected I HirSoft Freeware. h



(Decoders Tab)

ﬁ Traceroute

b
o
2 i



Cain (Network Tab)

Corputers



Cain (Sniffer Tab)

figure Tools

Rouker



Cain (Cracker Tab)

figure Tools

CHALL CHALL
SPOOF SPOOF
PESET HMTLH

+
i
i
E

2
-1

o2
-1



aln (lraceroute Tab)

Tools  Help

ﬁ Traceroute

IP addr



Cain (Wireless Tab)

igure  Tools

0 abit E th C Pac

DevicetMPF_{EB245394-E 795-427(-B 36E-C35B FECCI 711}



ain (WARNING!IIIII

X On-Access Scan Messages

YirusScan Alert!

Detected As Detection Type | Status Date and Time Application Uzername

BO:Executahl. ., Blocked b,., 5/19/20103:... CVWINDO,,,

Buffer Crverflow




MingSweeper

%. MingSweeper 1.00(a5) - Network Reconnaissance Tool [RESULTS FILTER A... [= |[B](X]

Optich Help

Taiget Type [ Status |

D'M5 Filker :': Type Filter “ Statusz Filker -"f'-r'l_'r' I Update |




uperscan (Scan Tab)

== SuperScan 4.0

Scan | Hozt and Service Digcovery | Scan Dptiu:unsl Toolz I Windows Enumeratiu:unl About I
—IPs

HastnameAIP |netw] > | Start |P | EndIP Clear Selected

Start [P 5II 192 188 50 2 152.168.50.2 192.168.50.254 Clear Al

EndIP 5“ 192 . 168 . RO . 254

Read IPz from file =% |

19z _1&8.E0.2E82
Hostname: [Tnknoum]
TL'F ports (1) 161

Total liwe hosts discowered
Total open TCP ports
Total open UDP ports

ULDY zerwvice scan pass L ot L (9 hosts x =5 ports) ...
Performing hosthname resolution. ..
Performing banner grabs. ..
TCP banner grabbing (0 ports)
TLP banner grabbing (4 ports)
Beporting scan results. ..

Discovery scan finished: 05718710 12:E7: 56

3 | | | ]| | Wiew HTML Results

L T O L L LT LT

|Saveu:| log File |Live: a TCP open: O IDP open: 4 |253I253 done




-

stiperscan (Host and Discovery

== SuperScan 4.0

Scan  Host and Service Discovery l Scan Dptiu:uns] Toolz ] Windows Enumeratiu:un] Ahbout ]

[v Host discovery v Echo Request Timeout [me] (2000
[ Timestamp Bequest

[ &ddress Mazk Bequest
[ Infarmation Bequest

[+ UDP port scan Tirmeout [rms)  |2000

7
Start |:u:|rt| . s Scantype o Dats Data+ ICMP

End port - 11
53 [ Use static source port
Readipotsiemfie |+ | |67-69 F

([F

[£

Clear Selected Clear Al

[v TCP port scan Timeout [mz] (4000

Start port | g
>

End port - 11
13 [ Use static source port

Read portz from file > 15

([F

Scantype O Connect O SN

[£

Clear Al

Clear Selected

Restore Defaults

2531253 done

00:53

Saved log File TCP open: O IIDP open: 4



CEx

Fast

Host dizcoverny passes

Service discoven passes

e

Scan zpeed

[v Hostname lookups

N

Murnber of resolving paszes
A delay of

10 ms

will be placed between each
TCP Timeout [mz] i packet bransmitted.

[v Banner grabbing

Lk

UDP Timeaut [ms)

Source [P [for SYM scan] | Default -

[v Hide systems with no open ports
[v Randomize IP and port scan order

00:53 Saved log file TCP open: 0 UDP open: ¢ 2531253 done




uperscan (Tools Tab)

== SuperScan 4.0

Scan I Host and Service Discovery | Scan Options  Todls | \windows Enumeratiu:unl Ahbout I

Hostname/IP/URL |

Default Whois Server Iwhu:uis.netwu:urksu:ulutiu:uns.u:u:um

HoztnamesP Lookup
Fing

ICHP Traceroute
Zane Transfer

Bulk Resolve. ..

HTTP HEAD Request
HTTP GET Request
HTTPS GET Request
Wiz

CRSMIC whoiz IP
ARIN YWhais 1P

RIPE “whoiz IP

B
B
B
B
B
B
B
B
B
B
B
B
[T

APNIC Whais 1P

00:53 Saved log File TCP open: O IIDP open: 4 |253,|'253 done




superscan (Windows
Enumeration Tab)

== SuperScan 4.0 E]@1

Scan | nd SO0 hi z E numeration |,.-:-.,|:..;.._Jr_ |

Hostname/IP/URL I E numerate

ame T able




Brutus

¥ Brutus - AET2 - www. hoobie. netfbrutus - (January 2000) Q@@
File Tools Help

Connection O ptiohs

Port |80 Connections '___ 10 Timeout © '7 10

HTTF (Basic) O

Method  |HEAD - [w Keepélive

Authentication Optiohs

-

|lzermame




SmartSniff

Smartsniff =10 x|

File Edit WYew Options Help

> u [T A1 A

Inde:x | Praotacol | Local Address | Remoke Address | Local Port | Remote Paork | Local Host | Remate Host | Service Mame | Packeks =
(| UDF 192,165.50,101 198.146,192,94 137 137 HACKERDS ns2 . pskoc.edu nethios-ns 12

iz ICMP 192,165.50,101 192,165.50,1 HACKERDS 5

&3 UDP 192,168.50,101 198.146,192,13 S0s00 53 HACKERDS ps13.pskoc.edu domain Z2

i 4 TCP 192,168.50,101 65.55.21.250 2939 an HACKERDS ol vip, micrasa,.. htkp 3 i
g UDP 192,168.50,101 1938.146,192,13 57022 53 HACKERDS ps13.pstoc.edu domain 2

] TCP 192,168.50,101 65.54.77.76 2940 an HACKERDS http 3

D7 LGP 192,165,50,101 198,146,192,13 53667 53 HACKERDS ps13.pstoc.edu domain 2

g TCP 192,165,50,101 65.55,17.27 2941 an HACKERDS http 36

g UDF 192,165.50,101 198.146,192.15 S4422 53 HACKERDS ps13.pskoc.edu domain 2

10 UDF 192,165.50,101 198,146,192.13 63857 53 HACKERDS ps13.pskoc.edu domain 2

Ci 11 UDP 192,168.50,101 198.146,192,13 51713 53 HACKERDS ps13.pskoc.edu domain Z2 _ILI
L | 3

|33 TCP/IP conversations



enmap

arting Nmap
2010-05-20 11:39

192_ 168
ARP Pi

Initiating
ng 192 168 _50_251 [1000 p
d 1 por f n 192 168 _50_251
192 _168.50.251
n 122 .168_50_251
192.168.50. 251
1 192 _16%._50.251
192_168_50_251
192_168_50_251
1 192 168 _50_251

1 192 _163_50_251
192 _168_50_251
0.251
(1000 ©

Initiating
athing lé on 192_168_50_251

adp on 192_168.50_251
Filter Ho ; e | F - A - 11 1673 46 K0 3RA




enmap, continued

SN B S

=101 %]

- | Scanl Caru:ell

& Zenmap

Scan  Tools  Profile  Help

Targek: I 192,168.50,251 - | Prafile; IIntense scan plus LUDP

Command: Inmap -55 -1l -T4 -4 -v -PE -PS22,25,580 -PAZ1,23,50,3389 192,168.50,251

Haosts Services Nmap Cutput  Ports f Hosks |T|:u|:u:u||:ugy |H-:usl: Cetails | Scans |

: 1 IHl:ustname 1 |F‘|:url: 1 |F‘r-:ul:|:u:|:|| 1 IState 1 |'-.-'ersi|:un
Service 1 |
Fip @ 192,188.50.251 137 udp open|filkerad

prinkter
http
kepwrapped

unknown

jetdirect

kelnet

mdns

SAMp

syrloc

rpchind

Filker Hosts




Zenmap, continue

& Zenmap

Scan  Tools  Profile  Help

#2

Targek: I 192,168.50,251 - | Prafile; IIntense scan plus LUDP

- | Scanl Caru:ell

Command: Inmap -55 -1l -T4 -4 -v -PE -PS22,25,580 -PAZ1,23,50,3389 192,168.50,251

Hosts Services Mrmap oukput | Forts [ Hosks | Topology  Haost Details | Scans |
Service 4 FI:192,168.50,251
Fp Comments

printer [=| Host Status

http Skake: up
kepwrapped CIpen parks: 17

Filkered ports: 3

unknown

Closed (=1 1932
jetdirect HES

Scanned ports: 2000
kelnet : :

Ip time: Mot available
mdns Last boak; Mot available
snmp

| =l Addresses
ST IPv4:  192,168.50.251
rpcbind IPvE: Mot available
nethios-ns MAC:  00:1A4:4E6: 1B:EE:82

Filker Hosts




[*] Configuring multi-user permssions for first run...
[*] Configuring the imitial user environment...

## #AH ## ##
# #E S SRS SRR daad daes ## L2y #ARL RS
HAFRERE A HF ¥ HF #3 #E ## #3# 0 #F O . #F
SRR SRS B AP SaR R #3E # O #H
#4 # #3¥ #F S A HaAAR #3¥ # O ¥ ##
#4 #E SRS AR SSEae S s SRS ESAE AR e
#a

metasploit w3.3.3-release [core:3.3 api:l.0]
481 exploits - 220 auxiliary

192 payloads - 22 encoders - & nops

swn rr957 updated (2009.12.23)

++
[
1
[
[

[
L
L
L

Warning: This copy of the Metasploit Framework was Tast updated
wWe recommend that you update the framework at least ewvery other day
For information on updating your copy of Metasploit, please see:
http:ffdev.metasp]nit.cnmfredminefprujectsfframewurkfwikifUpdating

Descriptian

Help menu
Mowe back from the current context
Display an awesome metasploit banner
Change the current working directory
Toggle colar
connect Communicate with a host
exit Exit the console
help Help menu
info Displays information about one or more module




Comodo

& About COMODO Firewall X

cOMODO

Firewall

Serial # : Free
Product Version : 4.0.141842.828

Patents Pending
Copyright {c) 2004-2010 COMODO., All rights are reserved,




Comodo

co MOD o 'E':' Firewall 1?:":‘ Defense+ -‘-“{, More...

Firewall . ' .

System Status IUpgrade wour Security Today! Try FREE Far 50
Al st H 4 . days! Get Full Prokection Against Viruses and
systems are ackive and running, Imprave your PC Speed!

You do nok need to perform any ackions at this time,

Learn More
Metwork Defense '

The Firewall has blocked 0 inkrusion attempt(s) so Far

The Firewall security level is set to Elock all Mode
‘ Subscripkion Skatus: Ackivake Mow

0 inbound connection(s) ) d
? 0 authound connection(s) Guarantes Skatus: Mot Ackivate

E Restore Al Activities

Froactive Defense : -
L8 i Traffic
The Defense+ has blocked 1058 suspicious atternpt(s) so Far, -
The Defense+ security level is set ko Paranaid Mode

53 application(s) are active and running in the memary,
5 filefs) are waiking For wour review

|u‘! All systems are active and running.




Comodo

i "

& Active Process List 0 X

Corpor akion MT AUTHOR
soft Corporation MT ALUTHOR
i MT AUTHOR,
MT AIJTHOR
MT ATHOR
MNT AIJTHOR
MT ALUTHOR
MT AIJTHOR
MT ATHOR,
MNT AIJTHOR
MT AUTHOR
MT AIJTHOR
MT ATHOR,
1660  Microsoft Corporation MT AUTHORIT




Comodo

-

€ My Pending Files 9 x

Sonic Solutions 472912, 4

Purge

! Readthe Pri Lakement




cCOMODO

Firewall

Comodo

I
=

E Summary

-
'E Firewall
-\

E”:‘ Defense+ -'-"{a More...

Firewall Tasks
Comman Tasks

Advanced

. Yiew Firewall Events

This section allows wou bo view a record of the
events and alerts triggered by possible attacks on
wour compuker,

Define a Mew Trusted Application

This shortcut represents a conwvenient way to
create an aukomatic Allow rule For applications that
wou brusk,

Define a Mew Blocked Application

This shortcut represents a convenient way to
create an aukamatic Deny rule For applications that
wou do nok trusk,

Stealth Ports Wizard

This wizard allows vou ko create a set of global
fireswall rules, which will affect wour compuker's
wisibility From ather compukers,

e

Yiew Active Connections

Wiews which applications are currently connecting to
the Inkernet along with the IP, Port, Protocol and
Traffic level of the connection,

My Blocked Network Zones

Allows vou to define which addresses or network,
Zones your computer should nok communicate
with, For example, spyware sites,

|u‘! All systems are active and running.




Comodo

(]

eeleet 1 e #
Lermote; 03,146 - ——— — — —— —

Port: e searchfilerhost.e
Security Considerations

pztem iz a safe application. You can s Iy allovs this request. searchin is & safe application
safe app 1 can gafel all

Fewer Opkions [ [ this request Fewer Cptions (=)

er or Updater EJ

& pioink
[[] Subrmit the Files ko

[¥] Remember my answer




Comodo

wardpad. iz tiying to access a protected pseudo-COM
interface would you like to do?

(-]

. S - ——

wordpad, exe L ERE searchprokocolhios

Security Considerations

wordpa: gafe application. |t iz about to access the

p otected pgeudo-COM interface AAPC Control\zpoolss. You
el allowe this request.

vind Lem restore point Mare Options (=) reate a M restore point Mare Options (=)
[C] Subrmit the Fil F Fi
[C] Remember

@ Get Live Suppork




& COMODO Firewall - Log Viewer

POFile  Wiew

= Logs per Madule
% Ankivirus Events

E Firewall Events

E Defense + Events
= Other Logs

m Alerts Displayed

Tasks Launched

Configuration Changes

L | May, 2010 3
MTWTFS S
12
3456789
1011 12 13 14 15 16
L7168 19 20 21 22 23
24 25 26 27 28 29 30
3

June, 2010
M TWTFS5 5
1 23456
78 910111213
14 15 16 17 15 19 20
21 22 23 294 25 26 27
2829 30

Date

Today Current Week, Current Maonth Entire Period

EFirewall Events *EDefense+ Events X

Application

Flags

Target

Alert

[

51712010 8:55:50 AM

[ S W IND O S syskem 32 userinit exe

Modify Key, Safe

HELIS5-1-5-21-3307791122-1510140..,

Related alert

5/17/2010 3:56:05 AM
SIL7I2010 8:56:11 AM
5/17/2010 3:56:21 AM
5/1712010 3:56:25 AM
5/17/2010 3:56:46 AM
E/17/2010 3:56:51 AM
S/17I2010 8:57:04 AM
S/17/2010 3:57:21 AM
SIL7I2010 8:57:27 AM
5/17/2010 3:57:30 AM
5/1712010 3:57:33 AM
5/17/2010 3:57:33 AaM
E/17/2010 3:57:33 AM
5/17/2010 3:57:37 AM
E/17/2010 3:57:41 AM
SIL7I2010 8:57:41 AM
5/17/2010 3:57:43 AM
5/1712010 3:57:46 AM
S/17/2010 3:57:47 AM
S/17/2010 3:57:47 AM
5/17/2010 3:57:48 AM
E/17/2010 3:57:49 AM
S/172010 8:57:53 AM
5/17/2010 8:57:53 AM
S/172010 8:57:53 AM
5/17/2010 3:57:53 AM
5/17/2010 3:57:53 AM
5/17/2010 3:57:58 AM
E/17/2010 3:57:59 AM

C:'l,F‘ru:ugram Files\ATI Technologies. ..
i‘_]C:'l,Pru:ugram Files\ZvberLink\Power ., ..
{_J CHMIMDOW S syskem3ZdlatDLAC, ..
E'JC:'l,F‘ngram Files\CwberLink\Power . ..

W C:PROGRA~ TYCOMMON~11INST . .,

@C:'l,F‘ru:ugram Files\Common FilesiIns...
& CHWINDOWS | System32Z DLAIDLA. .
[ wWIND O S sy stem32isearchind, .
[ wIND O Sisystem32 i searchind. .
w Ci\Program Files\Metwork Associat, ..
[ wIND O S system32  searchind. .
EC:'l,WINDOWS'I,systemSZ'I,userinit.exe
[ wWIND O S sy stem32isearchind, .
[ <t\Program Files\avalireaibiniigs. .
[ wWIND O S system32isearchind, .
[ wIND O Sisystem32 i searchind. .

[ <:\Program Files\McAfestvinusSca, .,
[ c:\Program Files\McAfestvirusSca. .,

FciiwinDowSisystemn32isearchind, .
[ wWINDOW S system3 2t searchind. .
[ S iWIND O S syskem3ZimPevtps. ...

[ iV WIND O S sy stem32 i vmnat e

[ wIND O Sisystem32 i searchind. .
[ wWIND O S sy stem32isearchind, .
[ wIND O Sisystem32 i searchind. .
FciiwinDowSisystemn32isearchind, .

@3 CHMTMDOW S sy skem 32 Frssve exe

[ <t\Program Filesi¥Mwareiviiware ...
[ wWIND O S sy stem32isearchind, .

Sandboxed As
Direct Keyboard Access
Modify File
Sandboxed As
Sandboxed As
Sandboxed As
Sandboxed As
Modify Key
Modify Key
Create Process, Safe
Madify Key
Modify Key
Modify File
Modify Key, Safe
Modify File
Madify File
Modify Key, Safe
Modify Key, Safe
Modify File
Modify File
Modify Key, Safe
Modify File
Madify File
Modify File
Madify File
Modify File
Modify Key, Safe
Modify File
Modify File

Lirnited

:.}C:'I,WINDOWS'I,systemSZ'l,dla'l,DL.ﬁ..INI

Linnited
Lirnited
Linnited
Limited

HKLMYSYSTEM| ControlSet001) Service., ..
HELMYSYSTEMY ControlSet001)3ervice. ..
[CJ<shProgram Files\Metwork Associat. .
HELMYSYSTEMY CantrolSet001)Service. ..
HKUS15-1-5-21-3307791122-1510140, ..
[ S IMD O S sy stem 32 CatRoot2,
HKLMYSYSTEM| ConkrolSet001) Ser vice. ..
[y Documents and Settingsiall Use.
[y CiDocuments and SethingsiAll Use,
HKLMYSYSTEMY ControlSet? 7 Services. ..
HELMYSYSTEMY CantrolSet 77 Services. ..
(= Documents and Settingsiall Use.
[y HiDocuments and Settingsiall Use.
HKLMSYSTEM| ControlSet? 7 Services. ..

\Devicel\ AFd\Endpoint

[y CiDocuments and SethingsiAll Use,
[CCDocurments and Sethingsiall Use. .
[y CiDocuments and SethingsiAll Use,
[y W IMD O S Softwar eDistributio. .
HELMYSYSTEM| ControlSet001) Service. ..

i Devicel AFd Endpoint

[y CDocuments and Sethingsiall Use.

Related alert

Related alert
Related alert
Related alert

Related alert

Related alert

Related alert

Related alert

Related alert

Related alert

Related alert

Related alert

Related alert

hd

Records; 166 2
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& COMODO Firewall - Log Viewer

nth ] Ertir

4 x %Firewall Events X

Date  # f Ackion




Wireshark

G0 Capture Anahze QRatistics Telephony Tooks Hep

E e BEXTE A+20TF 4 B8 Qa0 8K B
*[

- gresson,., COear  Apply

]Tm | ]Soua s lmm . va—o.(otd llrfo.

t' 4 3,991857 Cisco_21:d6:02 Cisco_21:d6:02 LOOP chly

. Ethernet II, Src cisco_21 d6: 02 (00:1d:46: 21 d6:02), Dst: Cisco_21:d6:02 (00:1d:46:21:d6: (:"
+ Configuration Test Protocol (loopback)

+ Data (40 bytes) >unce7e
port

dé 02- 80 00 00 00 Aot 2 USRSl 2 SRR
01 00 00 00 Q0 00 00 00 Q0 00 00 00 00 00 DU OU

o0 o0

OO0 00O (

ou UL OuU

P 9 SRR E L B 8 N L0 P 0 € B L B0 [ P 458
wiguration Test Protocol (loopback)
ta (40 bytes)

L £ 8 G L QR K B L s (M

02 45 21 do 02 90 00 00 00 soeFloece Flososss

o1 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...vvvve cuvvncns

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...vvvve vovevves
00 0 00 0 00 00 00 = il

"Ci\Documents and Settings\MC131\My Doc . Packets: 19 Displayed: 19 Marked: 0



Wireshark

N
12 B.B27605 192.168.50.127 192.168.50.255 BROWSER Local Master Announcement HACKER09, Wor... [= |[B][X]
Destination port: netbios-dgm -
Length: 209
# Checksum: 0x7da8 [validation disabled]
# NetBIOS Datagram Service
+ SMB (Server Message Block Protocol)
sMe Mailslot Protocol
I Microsoft windows Browser Protocol
command: Local Mmaster Announcement (0x0f)
Update Count: O
Update Periodicity: 12 minutes
Host Mame: HACKEROQS
0Ss mMajor version: 5
0S Minor version: 1

# Server Type: 0x00051003
Browser Protocol Major version: 15
Browser Protocol Minor version: 1
Signature: 0xaass
Host Comment:

LEFFCDAD JCACACAC

R LR O




Wireshark

. Conversations: CSEC-1.pcap

| SCTP | TP | Taken Rina ]UDP: 1 |:.: 56 | WLAN ]

Ethernet Conversations

Cisco_21:d6:02 Cisco_21:d6:02 3.991857000 0.0000
Cisco_31:66:3fF IPv4mcast_00:00:01 5.326781000 0,0000
Dell_a9:35:cS5 Broadcast 8.827605000 0.0000
Dell_a%:2f:20  IPv4mcast_7f:ff:fa 8.844760000 0.0000
Cisco_31:66:3f IPv4mcast_00: UU Ud 10.060650000 0,0000
Cisco_21:d6:02 Spanninggksas i 0 -

SEGROIC RS ¢ CSEC-1.pcap - Wireshark

File Edit View Go Capture Analyze Statistics Telephony Tools Help

S e BEEXEE | NEDTFE

[V Mame resolution

Fi_Iter: ¥  Expression... Clear Apply
Help | -




NetStumbler

i Network Stumbler - 20100520121758
File Edlt Vlew Device Window Help

D@ HE (> ¢E %
| 20100520121758

: ‘ﬁ’ Channel:

-k SSIDs
=57 Filters
@f Enciyption Off
[% Encryption On
-8 ESS (4P)
4" 1BSS [Peer)
4" CF Pollable
- “&” Short Preamble
. [(&')] PECC
8" Short Slat Time (11g)
~@f Default SSID

5. No wireless adapter found | GPS: Disabled




Ettercap

N E® ettercap NG-0.7.3
p

Targets X
e T T

Start Targets

1P Address
192,168.50.1
192.168.50.2
192.168.50.101
192.168.50,102
192.168.50.104
192,168.50.112
192.168.50.114
192.168.50,117
192,168.50.127
192.168.50,137
192.168.50.141
192.168.50,142
192.168.50.145
192,168.50.148

Hosts

ost List X :

MAC Address
00:1C:58:31:66:3F
00:19:89:C9:F1:AF
00:10:18:2E:72:E1
00:04:75:F5:28:38
00:14:A0:49:36:53
00:14:A0:C5:3CFC
00:1A:A0:A9:31:FS
00:1A:A0:A9:2F:20
00:1A:A0:A9:35:CS
00:1A:AD:A9:2F:27
00:1A:A0:A9:A7:26
00:1A:A0:A9:2F:0B
00:14:A0:49:36:22
00:14:A0:A9:358:20

View Mitm  Filters

Logging Plugins

Description

5=y

|
Delete Host Add to Target 1 Add to Target 2 l
~

\Device\NPF_{1B93230B-0D10-495C-B89A-1FSES3B2D69E) -> 00:1A:AD:A9:2F;:20 192.168.50.117 =
I>cc 2cc 26 N v




Angry IP Scanner

p Range - Angry IP Scanner Q@

Scan Goto Commands Favorites Tools Help

PRange: [192.168500 |t [192.16850255 | [PRange v | R
Hostnome: [PINKDS | Bl s

1P Ping Hostname Ports [0+]
@ 192.163.50.1 [nja) [nis] [njs]
@ 192.165.50.2 0ms NETW1 [njs]
@ 192.165.50.3 [nfa] [njs] [njs]
@ 192.168.50.4 [nfa] [njs] [njs]
@ 192.163.50.5 [nja) [nis] [nis]
© 192.168.50.6 [nja) [nis] [njs]
@ 192.168.50.7 [nfal [nis] [nis]
@® 192.165.50.8 [nfal [nis] [nis]
@ 192.168.50.9 [nfal [nfs] [nis]
@ 192.168.50.10 [nja) [nis] [njs]
@ 192.168.50.11 [nfa] [njs] [njs]
2 192.168.50.12 [nfa] [njs] [njs]

Display: Al fheeadsio [ ]




@ Foundstone HackPack

FOUna:
Foundstone

S5LDigger

Toal
Haorr
Flatform

Description




=
'@ Foundstone HackPack

= Current¥ersion 1.0
th

e Fac /moww foundstone.com/resources/proddesc/wsdigger.htm
Flatform ;

Inztall Latest...

WaDigger

] iption

ecureliL Template
Yalidatar MET




